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1 Introduction

In a voting scheme, every entitled voter can submit one vote, and the sum of the submitted vote is
computed and published. A secure voting scheme should satisfy (at least) the following properties:

SECRECY. It is infeasible to find out which voter has submitted which vote.
CORRECTNESS. The published tally is the correct sum of the submitted valid votes.
VERIFIABILITY. The correctness of the published tally can be verified.

The correctness property includes eligibility of the voter and validity of the vote. Verifiability can be
either local, i.e., every voter can verify that his ballot is counted, or universal, i.e., anyone can verify that
all submitted ballots are counted. Secrecy may include anonymity, meaning that one cannot determine
whether or not a certain voter has participated the vote, and may also include receipt-freeness, meaning
that a voter cannot construct a proof of the submitted vote. The latter is important for preventing vote-
selling, as it disables the voter from convincing a vote-buyer that the submitted vote is as required.
In a voting protocol, the above properties are satisfied under assumption: Typically, voting protocols
involve several authorities, and correctness and secrecy are satisfied under the assumption that a certain
number of these authorities are honest. Verifiability is usually guaranteed under the assumption of the
availability of a bulletin-board, a broadcast channel with memory. Receipt-freeness is often not achieved.
If it is satisfied, then usually under some (rather unrealistic) assumptions on the underlying communica-
tion model, e.g., existence of a voting booth or of untappable channels. Known protocols in the literature
do not satisfy anonymity.
Electronic voting was first proposed by Chaum [Cha81]. Subsequently, many voting protocols were
published. The concept of receipt-freeness was introduced by Benaloh and Tuinstra [BT94]. Receipt-
free protocols were published in [SK95, Oka97, HS00, Hir01, BFP 01].

2 Description

Voting protocols in the literature provide receipt-freeness (if at all) only under some unrealistic assump-
tions. Actually, full-strenght receipt-freeness seems unachievable in the standard model. However, many
receipt-free protocols even fail completely (also with respect to secrecy and/or correctness) when the
additional asusmptions are not met; hence provide a lower security level in a real-world environment
than classical voting protocols.
The goal of this work is to construct a voting scheme which is “as receipt-free as possible” under realis-
tic assumptions. Furthermore, the new scheme should not have any disadvanatage compared to classical
voting schemes. Ideally, one can constructed a protocol with “staggered receipt-freeness”. Under stan-
dard assumptions, the standard level of security (but no receipt-freeness) is achieved. Some limited level
of receipt-freeness is achieved under some reasonable assumption, and the full level of receipt-freeness
is achieved under some (perhaps unrealistic) strong assumption.
As starting points, the generic framework for constructing homomorphic (receipt-free) voting proto-
cols [Hir01] should be considered. Furthermore, the work on deniable encryption [CDNO97] and unco-
ercible multi-party computation [CG96] might be helpful for reducing the assumptions.



3 Tasks

The following is an (incomplete) list of tasks:

Study of the literature, in particular [BT94, SK95, CDNO97, CG96, HS00, Hir01, BFP 01],

construct voting protocols under standard assumptions with highest possible security level,

analyze and prove the security of the proposed protocols.

The results have to be presented in a talk by the end of the project. Some instructions about the docu-
mentation can be found in the enclosed leaflet.
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